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O que € a ICANN?
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Nossos parceiros

Em coordenacao com nossos parceiros,
ajudamos a fazer a Internet funcionar.
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Missao da ICANN

A missao da Corporacao da Internet para Designacao de Nomes
e Numeros (ICANN) é garantir a operacao estavel e segura dos
sistemas de identificadores exclusivos da Internet.

Especificamente, a ICANN:

Coordena atribuicoes
na zona-raiz do DNS

Facilita a coordenacao da
operacao e evolucao dos
servidores raiz do DNS

EEEE

Coordena politicas para
nomes de dominio de
segundo nivel em gTLDs

Coordena a distribuicio
de blocos IP e numeros
de AS

especificacoes.

Colabora com outras entidades para prover registros
necessarios para o funcionamento da Internet de acordo com




Estrutura da ICANN
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O grupo dos provedores na ICANN

ICANN]|ISPCP

Internet Service Providers & Connectivity Providers

Representa o setor de conectividade, contribui nas diversas
discussdes técnicas e macropoliticas:
® Impacto do langamento de novos nomes de dominio
genericos
® Universal Acceptance
® SSR de DNS

Se voce e um provedor de Internet, participe da ISPCP na ICANN. Nao ha custos, simplesmente
cadastre-se e recebera todas as novidades e oportunidades para participar nas atividades do grupo.
Ademais, vocé podera antecipar-se as oportunidades de negdcios quando surgirem.

Visite: http://www.ispcp.info




Seja um membro: www.ispcp.info
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Internet Service Providers & Connectivity Providers

m ISPCP Bulletin Membership Policy Resources Policy Statements m Contact the ISPCP

Membership Application
Quick Links

Infermational Brochure - 2019

Choose a member type below to join as a new member. Informational Videos - leam about
the ISPCP

Member Type*

Membership

ISPs in the GNSO at ICANN
ISPCP Membership Application

1 period - $0.00 (through Apr 25, 2020) Upcoming Events

s

Internet Service Provider

Membership Options

Bdon May 6, 2019
ISPCP Monthly Membership
Meeting (date and time to be

confirmed on the ISPCP email
Organization Name* list)

~ Automatically Renew

I Mon Jun 24, 2019
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O que é DNSSEC?

PNSSEC

DNSSEC = “DNS Security
Extensions”

E um protocolo que esta sendo
implantado atualmente para proteger
o Sistema de Nomes de Dominio
(DNS).

O DNSSEC adiciona seguranga ao
DNS ao incorporar criptografia de
chave publica na hierarquia do DNS,
resultando em uma PKI (Public Key
Infrastructure, infraestrutura de chave
publica) unica e aberta para nomes de
dominio.

Resultado de mais de uma década de
desenvolvimento de padrbes abertos




Criptografia de Chave Publica e DNSSEC

‘www.example.com is 192.0.2.1”
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Hyperlocal
Alternativa ao IMRS




Servidores Raiz e Operadores
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Verisign

University of Southern California Information Sciences Institute
Cogent Communications, Inc.

University of Maryland

United States National Aeronautics and Space Administration
(NASA) Ames Research Center

Information Systems Consortium (ISC)

United States Department of Defense (US DoD)

Defense Information Systems Agency (DISA)

United States Army (Aberdeen Proving Ground)

Netnod Internet Exchange i Sverige

Verisign

Réseaux IP Européens Network Coordination Centre (RIPE NCC)
Internet Corporation For Assigned Names and Numbers (ICANN)
WIDE Project (Widely Integrated Distributed Environment)
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Instancias Anycast (aprox. 1000 cépias)

[ RoN ) ,f ' Root Server Technical Oper.. ‘.\+

€ (D) root-servers.org @ | Q search hdil= 0 S )
ARL DOD-NIC ISC NASA-ARC UMD Cogent USG-ISI Verisign
root-servers.org
WIDE ICANN RIPE NCC Netnod
NeWS see all news items meeting agendas
2016-06-23 Root DNS events of 2016-06-25 2016-04-03 IETF 95/Buenos Aires (PDF)
2016-02-08 The 2015 Root Server Operators' Exercise on Emergency 2015-11-01 IETF 94/JAPAN (PDF)
Response
2015-12-04 Events of 2015-11-30
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Leaflet | Map data ® OpenStreetMap contributors

The 13 roct name servers are operated by 12 independent organisations.
You can find more information about each of these organisations by visiting their homepage as found in the 'Operator’ field below.

RFC 1546 1993

- No Brasil: 14 instaladas
pelo NIC.br
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E se mesmo assim algo der errado?

CE Ameaca de DDoS
Capacidade de atagque = mecanismos de defesa

Ny Alternativa

r\ Diminuir dependéncia dos servidores recursivos aos
servidores raiz.

Como?
Manter e usar uma copia local da zona raiz

-> Hyperlocal RFC 7706

Q | 14
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Hyperlocal

©

Copia da Zona Raiz
junto ao recursivo.

Consultas mais
rapidas e discretas.

DNSSEC cada vez
mais importante.

6

Como baixar a zona
raiz de forma segura.

‘Framework’ sera
apresentado 2019

Arquivos de zona nao
sao confidenciais
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Exemplos de configuracao

™ rec 7r0e

1. BIND 9.9

— Recursivo e Autoritativo

2. Unbound 1.4 and NSD 4

— Softwares diferentes

3. Microsoft Windows Server 2012

— Recursivo e Autoritativo

https://tools.ietf.org/html/draft-ietf-dnsop-roo
t-loopback-05
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https://tools.ietf.org/html/draft-ietf-dnsop-root-loopback-05
https://tools.ietf.org/html/draft-ietf-dnsop-root-loopback-05

Teste do Hyperlocal na RLINE Telecom, Planalto-PR

8!

Rosauro Baretta Fabio Ortlieb

Maquina virtualizada VMware

4 x Intel(R) Xeon(R) CPU E5-2620 v2 @ 2.10GHz
8G Memoria

Disco 16G SSD

Nao ocupada nada de recursos, foi instalado em uma maquina com CentOS7,
Bind na versao 9.
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Teste do Hyperlocal na RLINE Telecom, Planalto-PR

1 - recursivo da google (8.8.8.8) para dominio uol.com.br

[root@master ~]# dig @B.8.8.8 uol.com.br

<<>» DI1G 9.9.4-RedHat-9.9.4-72.e17 <<>> @8.8.8.8 uol.com.br

(1 server found)

global options: +cmd

GOT answer :

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22386

flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

OPT PS5EUDOSECTIONM:
EDNS: version: 0, flags:; udp: 512
QUESTION S5ECTION:

:uol. com. br. IN A

ANSWER SECTION:

uol. com. br. 47 IN A 200.147.35.149

Query tTime: 27 msec

SERVER: B.B.8.8#53(EB.8.8.8)

WHEN: Qui Jun 06 12:53:12 -03 2019
MSG SIZE rcvd: 55




Teste do Hyperlocal na RLINE Telecom, Planalto-PR

1 - recursivo da google (8.8.8.8) para um dominio invalido

[root@master ~]# dig @B.8.8.8 domaininvalid.rrrrrrrrrrrrrrrrrerrerer

<<>> DiG 9.9.4-RedHat-9.9.4-72.el7 <<>> @B.8.8.8 domaininvalid.rrrrrrrrrrrrrrrreeerer
(1 server found)

global options: +cmd

GOT answer :

->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 17346

flags: gr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

OPT PSEUDOSECTION:
EDNS: version: 0, flags:; udp: 512
QUESTION SECTION:

domaininvalid.rrreerrreeerrrerrrrrr. IN A

AUTHORITY SECTION:
B6398 IN SOA a.root-servers.net. nstld.verisign-grs.com.

Query time: 70 msec

SERVER: B.8.B.8#53(8.8.8.8)

WHEN: Qui Jun 06 12:53:34 -03 2019
MSG SIZE rcwvd: 139




Teste do Hyperlocal na RLINE Telecom, Planalto-PR

2 - recursivo local para o dominio uol.com.br

[root@master ~]# dig @ e .1 uol.com. br

s <> DG 9.9.4-RedHat-9.9.4-72.e17 <<>> O g .4 uol.com. br

- {1 server found)

;> global options: +cmd

3 GOT answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 65160

:; Tlags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

OPT PSEUDOSECTION:

:
: EDNS: version: 0, flags:; udp: 4096
v » QUESTIOMN SECTION:

-uol. com. br. IN

v » ANSWER SECTION:
uol. com. br. 27 IN 200.147.3.157

Query time: 0 msec

SEWER:W.J,#S%{ﬁA}
WHEN: Qui Jun 12:55:40 -03 2019
MSG SIZE rcvd: 55




Teste do Hyperlocal na RLINE Telecom, Planalto-PR

2 - recursivo local para um dominio invalido

[root@master ~]# dig @ giiiheess- 4 domaininvalid2.rrrrrrrrerrerrerrerer

: <<»> DiG 9.9.4-RedHat-9.9.4-72.e17 <<> el .4 domaininvalid2.rrrerrerrrrrerrereerre
: (1 server found)

;: global options: +omd

;3 GOL answer:

;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 20333

;3 Tlags: gr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

v OPT PSEUDOSECTION:
: EDNS: version: 0, flags:; udp: 4096
:: QUESTION SECTION:
domaininvalid2.rrrrrrrrrrrrrrrrrrrrr. IN A
:: AUTHORITY SECTION:
637 IN SOA a.root-servers.net. nstld.verisign-grs. com.

Query time: 2 msec

SERVER : e 1 #5 3 (o . )
WHEN: Qui Jun 06 12:59:35 -03 2019
MSG SIZE rcvd: 140




box. 172888 1IN N5 Ay nic,box.

box. 172888 1IN N5 b,nic,box.

box. 172888 1IN N5 Cenic,box.

box. 172888 1IN N5 d,nic,box.

box. 86408 IN bs 32737 B 1 AB3ITBESE3CC2ERTODFF2BDSBEFFBADBICFEBZEBRL

box. 86400 IN Ds 32737 B 2 ZABFCA9FSDCD5G55EVE32CE6DCE32C11CBB43AFSD31CD3IC58RE311D6% BFELGL1ED
br. 172888 1IN NS a.dns.br.

br. 172888 1IN NS b.dns.br.

br. 172888 1IN NS c.dns.br.

br. 172888 1IN NS d.dns.br.

br. 172888 1IN NS e.dns.br.

br. 172888 1IN NS f.dns.br.

br. 26408 IN bs 45673 5 2 14369AD3IBSCC59FD5S9C1A422BAR3BTIF2C522BF3672C2ERGTB2C53F5 IAES22DF
bradesco. 172888 1IN NS dnsl.nic,bradesco.

hradssco. 172880 IN NS dns2.nig.bradesco.

bradesco. 172808 1IN N5 dns3.nic.bradesca.

hradssco. 172880 IN NS dnsd.nig.bradesco.

bradesco. 172808 1IN N5 dnsa.nic.bradesca.

hradssco. 172880 IN NS dnsh.nig.bradesco.

bradesco. 172808 1IN NS dnsc.nic.bradesco.

hradssco. 172880 IN NS dnsd.nig.bradesco.

bradesco. 26408 IN D5 44254 B 2 ASF7BD3DAB29DSDARATETIFOBIIDFAFAS6FCTFAEBE3OOR6COB5AFBRE B1B54100
bridgestone. 1728@@ 1IN NS a.gmoregistry.net.

bridgestone. 172888 1IN NS b.gmoregistry.met.

bridgestone. 1728@@ 1IN NS kK.gmoregistry.net.

bridgestone. 172888 1IN NS l.gmoregistry.net.

bridgestone. 26408 IN Ds 27731 B 2 24BB@B33FB1F6T7742592DF5123136A09BR1RB7623090BCRERTT523A462 BIF2F3IBC
bridgestone. B640@ IN RR5IG D5 B 1 Be400 201B0400050000 20180327040000 41824 . krkExWi+zrSludlriBSNNVZGYBIYvEE:

CHMrLhVAuLCpuTHOTAGX02y.ZXy xCHYVOT I we4¥XCrne/+n2/VEDeMdEw FMDSOPEXXKIOP1]ciROCNIXI1AYInCmS52C L g5 ENCNKdHMaUH/Sh MEYNYaA3Zy7n].cal

ﬁ;ﬁﬂx?‘fﬂﬂrﬁﬁﬁmﬂza‘fﬂPWfﬂ!&ﬁfﬁﬂ'ﬂaﬁwﬂn+ﬁﬂpﬂﬂﬁmﬂﬂmiturﬁﬁ Zal0iPmt/Dx03wsG 1228 Eh SN+ 1612 Ry 30X o/ wZekK@xdXhatcimaX, s5DicA==
bridgestone. broadway. NS DS RRSIG NSEC

bridgestone. 35433 IN RRSIG NSEC 8 1 B648@ 201804B89050000 20180327040000 41824 . kV0gn3+pRVuBOLYALZdUSmAANFgS LE

EnGLisoc3TiecAE/hacORVnd Tu+X/nxnHMsXxT LxWDyQFy /+RTGHhZ6E HanbHhAYRlp@XaeTEDZRAe5yL 2L/ mARANZIIIHVATWAICKAULIRIPIEUL, rrvh3a/Visn/K2MR,
pInemOCpeXE]6zDbdrant 1'!!5&45[&“3%&&5':LE&EE‘.EFHUEJ;HFY 6a3E p0z]44DYBXs0desRd21Ina xMERKPrJuaYxBavRazo+r/dwpldkizidz, 184250==

brnadway- 172800 dansl.nic.broadwvay.

broadway. 1728088 IN NS dns2.nlc.broadway.

broadway. 172808 1IN N5 dnsd.nic.broadvay.

broadway. 172888 1IN N5 dnsd.nic.broadway.

broadway. 172808 1IN N5 Ansa.nic.broadvay.

broadway. 172888 1IN NS dnsh.nic.broadway.

broadway. 1728ee 1IN NS dnsc.nic.broadway.

broadway. 172888 1IN N5 HMH.-JLL ~0roadway.

broadway. 86400 IN DS 47576 B 2 CCCACEASAACBACOECDA181D96ABBRREFFIBIADIATLSTAR137CA3520. FRAF12BE
hrnaduaw RRARA ™ RRESTH ns /& 1 Rﬁﬂnﬂ IRTRAARGASARAR PATAAI?TALAAARA pnnnnhvnrvv:uuflnﬂvfdp:Tnfmr1hnh
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Muito obrigado ! daniel.fink@icann.org

3’% One World, One Internet

ICANN

Visit us at icann.org

@icann
facebook.com/icannorg
youtube.com/icannnews
flickr.com/icann
linkedin/company/icann

slideshare/icannpresentations

0660000

soundcloud/icann
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